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Edward Halpin & Others, Cyberwar, Netwar and the Revolution in Military Affairs,
New York, Palgrave Macmillan, September 2006.
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3. Virtuality
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3. Artificial Intelligence
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1. Operation Flashpoint: Cold War Crisis
2. Return to Castle Wolfenstein
3. Iron Storm
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1. Stronghold

2. The Age of Kings
3. Cossacks

4. Shoguns

5. Dawn of Ace
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2. Hidden and Dongerous I1

3. Combat Mission
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5. Proxy Wars

6. Operation Flashpoint: Cold War Crisis
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1. Everon

2. World War III-Black Gold
3. Bin Laden Liquors

4. Splinter Cell

5. The Rogue Spear

6. Soldier of Fortune II

7. Land Warrior III
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1. Back to Baghdad
2. Prisoner Of War (POW)
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1. Jagged Alliance
2. America's Army Soldeiers
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2. Gunship
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4. Zoom Levels
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1. Real Realism
2. Realistic
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1. Bazooka
2. Polystation Planet



ol jeel jo Ol g 6l Kl K> PP

o=l 50 g aS o S 1) i S5k e gL 5l g b j0 00 F o arine
plodl ,1ai 0,50 Goan ade 585 labes ((Jlsie 5 5,50 slagslail, s b o> ol
g oa 0933 () iy (2loiw lapkd o assl il wledus (pl 05 o
b o Mol algls Sl i1 5o i () o) aS (5 sbay wilonds >|b sagmis
o=l Gloasl adad Sldasr Jod 51 g0 aiblescaadly o gl Lol ogd coi aid )8
ol Lo g3l ol )0 Oliged § Sl b col (Saw )b |y Cogas
&= bl sy s o o sbbossay o Ll 4 badlolS colal Lol calily
Sgdze jui gl o e (0 WS oSS Bu 4y asdul KXo 5l b cew o S Bue
ot i aSh oyl 1 e sl 05 oS g Agls Sl bS5 & cded Il 040 o
L5 3 1ol | s ol a5 L 58,5 i 3l 30, sk et
o=l idzggads (pl 0gzg b oS Ll adile anlS (gl |y 580 ¢ o alax]
ol 5o s3lails Slalas) i 1) T ool jlebas (530l Jleples (bjsel el
bj_w‘fn bj_)).n asel_wl ails &y )L«.w.: QA.....«S l) SXe )‘ oolawl 09.76 aQ @‘9
w28 1 glasblascaadly sla sl ouiz Sl o8 Wligjlre (53 aobeer Laid
Lo Jud 5l slabl, slagssb sasSads slacs b a5 conl a8 ol .05 gl o
Slajloas (So ,9a8 5l 1lxiil ahis Slleer o5k sanSady o8 ,0) ' oS il
Gl sleadlp b slaibl; slagsib ol Kon o S o adje 3 sollas
VT PES PN I ICO DU KU I N |4
o=l g S ezl b Glasz (Soop ol Bl 18, 5 SlS o g il (09,5 Cuzmo
9 d)LA_; S9—=9 ‘slim_n )lj &= f}!w ub)‘s)d Sl 00 6)uw @9}4) Lmé)b
Sdsine (YL ol e sl g (b (229)ks) o Jo (BBlge (5l
oS5 093 119,90 dm o las | iias aSST o wlg ced b SO aS sl o y8

1. Bohemia Interactive
2. Convergence
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1. Clean Wounds
2. Health Packs



ol el 50 OMEl 5 5l K ol S O

ol 0L sloslasl B T 51 piin b cpeiss 5 duo (yiiS (S o Job el o
! 3 e o9y Cadly b o IS (2 5SET ) 0255 5 ol )
)18 3529 5 (65 5 il o Silae A g S0 £9,0 Bl ddien o5 ]
T Condy ol )10 0925 (5l Glaz 5 &ly plle oo KT (532Les a5 alole
259l sed S92 g | (IS

Logsile s 5o (o 9,55 056 L) il 28,5 Lol 4y ST L
&l an LSl Lo g3 5o ey jsele a5 adl so 3Ll &y Jlony Canss B0
ot ol dos3l 51 Ll osls (sl 355 5 1 w595
L il i 5 b Olil slass 1 (i S (e 518 45 5 g e ol &
Ol om0 o dalol 815 A Cpesd (sl oS AL e by (p 3T 4T Sleg
I RTFIRENANIE PINIERT SUSSRPT ST IAIRE SUINC I
3.5 il ALl v oo (59, (28ly sloo i jo aS 9> plex L Sall conl (e
SO adl) el b g e 5 il (g @l jobay (i SIS 5 pekes
stly U Ky ol Sne i sraleodle sl 3 53,5 37y it
e il med )l 3939 0,510 gl 2], e (a5 ST 1, K sla Sl
Lol 5l oloms 5o e fiian 4z 08,5 Jla po g i ) Jlie Bk nas
aap ol (o plis S el L 5l Sl b S il pladl 4 ol
g 39l pelss ol sl S

» ez slasil i o plesllai nd (K b slaphd wile
po e Ll Lumdzr 9l o 00025 pgal 4 (lallai fnd 510358 oo joll laaims
sl (630 plasaacly asly )l cogSew K gblin jo a5 s gole
1 il e 1348 las o ST Wed aniS Canl 8 O ygo o 4o a5 aril o
i 58 T o Slealli o L e L ool 3y looll e il L el
oyl )50 58 sy (nl sl ok 4 dilowd aiS Slejlie den ;o 1S

g oo g3l 5l (el JgledS 5 Sieolesd S sad i 4 by

1. Total War



OV Gy s el jael jo Ol g ] Sl S ol is
alos sl lic 3L slaca gele 5 (S0 5o (Jle sl taims &l oz o
b sleal, ‘a_;_]s_a)o [l d adl)d dsg redond slo 0l 5l (SO j0 a5 ((puiiine
e Byl Sloads adss 5l 5l o, el 5l i leellas g demn a5 wygS e
OS5 T Gee it iS5 aS s o (53L5 gud Mol 3,105 3g2 g (sl ollai pé
e B 50 (el Slles sl jo 1) lallas o8 5 leellas Lails; 3 b ol
0 EL g =Sl iy (£goge & Cnlaus (il DL g Ol Zdasl
Lacix &g, 5 59,2 » ol (5,38 ,35 5 S5 5 cal 0092 sl (slacs3l oy
(D)0 Sy w Slitul Al .0 lw Cucgige Sol Jilaw ol o S slassb o
acile ' 3, b S5l 81w U | asjlis dilaie (g3b Gls oo «Jls (sl
ados lwallas e a0l Lo & K50 was Ol 1) (e olojle as glojlu)
Sy oslw )5 i adihais ) Ll s cdadlon il 5l o)ls aadsg asly wisS
aeibe 5 G, b oKl 5T Lal oy Lol 4y oile o lus 55,5 o)
IRULY ubw‘ ‘) (g5‘J5‘>J""c' GLLAJ‘U,J CJ.M 6[&09; 9 LSCLJ (_gLQC,Jsb )‘ 6‘4.55,0.790)
KoLy QS)‘Q)'.’OJ'QJ. oY l.&sA.:Lw) )‘ 05> ‘s:la.‘lu Sl O)M..u Ls‘)" d.:‘g.:sa
=2 0,8 o0 |y ellas o dled jo il 6 Seia isu a5 Soiwd Sldes
iz slagl o eaisS s dale 4 O a e Ll oo g Coenl Ll
Sl ]y anse lapll ) ema il il ol 5l gl 50 Ligd oo o
(6oby o B eplojen jomas Bl il Glacsil 0,5 sl (fo b (pslosle (g o
elpls )08 Joles 4 58 1) (S g0l 51 slasblascasdly slaacs ailisS
S il 4y 1y Ll 5 i o inles |y (L1 o (558 ol Jlso sl
Sleles 5l s eSSl Lol i3l 5 ool S5 2ales dy 45 s o 3o

Mol j az ol ST s 5 S sed plad |y Glislig § S g adlae iy ;o

1. Good Side
2. Evil Side
3. Strategy Game



ol el yo Ol g il S ule K> OY

Dedier Sricier Ol Gl 5o Sliloe S e 0gis 4 L o

il gilae b edie (Sl Glaptasn 9 SzsS Glagdle die)ys (230
2o 0529 sl o Pl Jlatot candb o (655t Oylae &5 plagsiluoands i
3y Do &y e )0 0925 (50 (Db s 45 (Kige 035l50 (5 ks )0
S5 55 55 e sl siomrs Sl | 5 3 5 ol 355l
5 35 GEl (5355 Gl a Sdge culiol slass 550 55 il o 5k
oolaiwl 31 S les oo Jduw goiay 0,5 040l ts;LJa.g Ol |y s Slpupzs
el &S ke s oaly slocSin 5 15iSTh 385 5 wigbalas Slisas |
g aalys 5 dy sl bz Jles iz Sl el iy coliiul 550 50 la )58

$ld o oS slag jldand g lLag )l Y-0
sl polas lizren (ollas (slad > slassluand 5 o )w slasik ol (2l S0
oy iz sl gl lsiear | el Al (23, 5k 050l (23] 2Ly
3 e ca el i Glasl Jol ke s o,e j0 el 00,5 adgs 5l o
&8 7 S Ophes (i a9 0o S eolanial il s G 5k !
Sl 0 35290 slale (S E9e 5l (S 4 ole wix (e 50 S5k (ul s
(=) ymegdle g 009 LSl g3l a5 cl ol (Jlaiwl cde wuli ogs 00l Jaus
Sy bowlss 0 dad 0o, YO dga (o .Cuwl alils 548 9 > (53L £95 5 pglas
2l o il ol G250 ol b pol> Jl 5o (16)] 4 99,9 At ;e Sledlbl S

ol bl Jliinal 5| 8 45) 55 i o gale 51 (5 )b y3b By 055 a
Soiga  JLiwl ol (50, o L2eeSS |y )] g ariadls o i sl ) 55
adgs S 5o Lol iyl lhm e | 550 (63l 50 S lle lallhae 5,0 )
o Sldes 8,50 40 K> 50 45Y‘(<)L;.cr=Lo3 sake;, pb 4 Ll 5 5l

1. Pandemic Studies
2. Full Spectrum Warrior



OF oy poi s ol ol po Ml g (Dl Siz ol S gl

e 6)8 5 S plmean L & 3k ol el s 0ed 42 yo (SST
ik (o390l (Sl e booss g 7y (SoSl L iz slasens ;o asly cads anles
28,5 g 18 colawl 050 pllaiosly

b Lsbup i)l eJle sl ailo oo |y s ot 58 500 sl S
T LS el Jeal (gl a8 ol 68,5 (6,550 slassa ) (ol dagh
53550 Slag L 4 08 (o0 G252 1) 095 Ol 0I5 ol i QWS 0 ss
slagbosbaadas slacs b gl 0, Sy, ol aula bl lises
4o eDjgme ol yd Sl odgn (g, cn Sl Jl 4 B S 6 S5k plasads
5522 i 4 ilan (ol iy o St S (5 S5 a0 st s
(6t 5 Lol 08 355 o o i (530 5 255 1 45 ol lmy 3o
=9y (5B LS 5500 |y LT g aas co il o (5L 565 ! 5 e (5 0 905 (28lg0
sl Goisel sl 23l iz 5l sl o8 ol L b gl Jg aisS 0
1] (PSRRI WRLONI A U [ SA SLE AP ST E P VES SO ML S R W Sy WOt
5990 50 syl sl Lae (ojeal 0,09, (ol 5 ol Bom aSl oS sod ooliiul
aS Cewl SN 3 )L.m_) 4)_4:‘ M‘j 3o Lol el (ul.oa}Lw L)“))S callas 09.76 ‘JL».A 6‘2.:)
35348 glacelz g bbo s s a5 1> wel colas oz pl 4 Sldes o
Wbl o oo (6395 25T 5150 16 s Al o allss Sldasr ;o K50

28 0598 «0l3l e (90l sl e Sl loannd (b 4 leallis aBdle
b el cisu lemedas lally slag il cansdS plilcawL sase VLI i)
slosib ol Jod 5l le il ais ol b o il a5 54y (550!
Jols g Com aiiS o JWio |y g Slaalas” olagibo)l,o a5 0g @)‘;ﬁrdu?
Ol aBdle 055> (il an Gloyd slaplejle 5 mbuo 5l (gl Wiz o 098 oo LS
slaably slegslacul i)l Cols jlaiw ol 0 sdes g ol €5 > Jg ailosls

1. Half Life
2. Serious Games Summit



ol el yo Ol g il Sl K> 0F

5 Lo Lol ygius taig—i o cnass Slwlay LesT Yol o)y eoite g saste skl
a5 g bz ;2 o OlsS e |y LT Sl eoliisl ogoni ateny o3Y (sla 3590
e loTas | lagesb oyl ol 3Ll glacy ygole Lil ols plonil 3Lol il
Sotan Lol slalad ols 1ass sl 095 Sl )01, 4035 ol ols dns
a5 assF olen Wgh e (A Ol G oanl )3 55 i sl gl LU e
5 Sl g3l (2o b 55 je 50 Jeld Glatasils et 'LiaSLe JSle 55
ol yot Sl 5 455 wiblss o (15, i gLl o2 5 ISyl 231 g5l
o @S Uael LT 4y 4o (e o99 milss oo Lo 9 il axsls Joaanly
5 it AT )L San 5 L) sl g w5 o 51 sloes b
208 Gl Pls Sygoan b lae (al - wims ajeel i) (S b a5
el (5975 o 12 5 gl Lai (slacy jgale sl (S j5bots b e b Bblis
Oy loan] adad jeboas slaill) slasl ol adS VL jo oS Vs 4y azgi b
099 Slabeslsn Wilg oo oanl )0 plusl 473,57 i Ol (oo Eudls winlss 25)] 5
sls o 8l Jo )3 hlug cnl bel eS8 0Bl a5 Lds sl o 50 1, (it oo
i Lioass 3 oyl Clis sl 153l g L l3dla 15 ol sgmg Lanaily], (ojlne
IS 6l 3l 00 090 0 Y e S jo .05l bl slailly slagjlwas
S an S0y slean ]y ccul 8 can sy cpl il 5L 0,90 (K 00i 5 SO
51 (Sie0 ;o D9 Gime oyl ol aSGT (gl ol JulE 00i iy (g1l yo T Klee
059> oyl o e slass wldl .ol dieogu alad jgbay slally sl 5L 4,0
Sl S )] 50 CaadS (gl 9508 03 0a T g o sla s wiz p2 018 092
Lol caialy aals glaslyl, slassls 5 Sledll g,5lis 50 45 (6 bt gloaiadls
0 (605l e peleas (slivg o 0l (S5 sl Ul W3 il il o s
G350 slodn 25 45 3 )ls 092y las (ol AL LIS bl I (s B9
Eso50 (pl 4y g Wgd 00ld (6 i 2Bl collas Dloladl oje> 4y Lale a4y slaill) sla sl

1. Michael Macedonia
2. Simulation and Training, Instrumentation, Command Centre (STRICDM)
3. Operator



O oy ya s ol el jo OMal g ] S ule S ol is

o (g1l (Gedigh NI gliie degane 93 o jlone § Codly 45 0985 4z o5 rge
o ade gl ) liests Jaisl Slelasl s g e o imd (6 g il o Laid
sboosls g (2,5 (S hlog slacusgaze Jlo slp- 995 (5,13 slacusgame

o0 Al (s 755 4 0l S wBsS o - (ngd slacs 5L
s Gelcists labl) glagsil e 50 aails ) Glo3)l5S 5l 6k ol
sbails ongt daisib ol ansS oslitalegus ol 51wl oo Gleallis a5 01 3929 (6 K00

Ol aadsald ¢ Jlia (sl o 0l g0,0 T 850D IS 4y cillaiicadly Sizr
2y oml s 9 oo b gole el a1, T lil o skl sllael 5 (g3lome i

ygliss ol [y laglad Ji8 bl 5 (ol b g simo oo (590 53k b

L Lol ol slad g Lol sy oo 54 98 LB 5 (ilaie SV ol ]

ool dss ) oo LAy g tpmm 9,5 L 0 )l Gl las b ol aillasnably S
aS ool Hh o b Lal..\,SGAML,Bwy l)Leﬂoﬁ)lSLmd)’b Ol 5l s slog
5 o (53051 Syl le sl 3o rbone slang 5 Yl oliie (5302 anadly
e (K2 baone S5 50 48 (Sl pladl aliwl (pols S ) 6 e ol pen
ooliiwl 0975 g (s SlaKiz 990 30 o bigel (Jle (gl 1o L o Wi o
= L 6305 35901 sl & grbone (slng s sl i oo 1)) 3l o 42 0305
Sy 5l (LS 5 (5502 wlbll 5 ol o0 (3590l (sl aSly (288 ol
31als ailEys (63,:)LS bows a5 2o o plo 1 5 S plian ;5 loallas (agee
ool L 4, (Sl amio (515, ;S0LES cy0ls & 1 S co ool s (3L o)

oS (a8ly 3o Sk 5 (555 B b gle JL28 by sme adod S 57 gl S
Son By by dlgls’ LS 385 (o Lloddjl asly (28 il e & glis cnl o ls 3,8
oy Sl aen 51 15 age o B Vg s oays (il el cbom 5T 03154) 5

Algr co 0,90 ded 10 (), 5b el a3 7 alowl Ll 18, 590 40 a5 (6 la o Dlalllae

1. Idea
2. Killer Trainers
3. Mouse



ol jeel yo Ol g 6l Kl K> 0F

Silad slntoioo b o) S a5 _alole (0o csols maeds VDS aS Cal s
Canmdg mal i)l Jolsd (g5lme ol b uglo 9 0lS azmio fd Sl (sl il sl
WL, 5 (Ll 30 e e Jolod 5) 3:85 (503 Wgy (B9 052wl Lo 508> liozes
et g0l B L.l salgs 555 K00 slaigsa jlabay 55 Juad (ol gl ()b

Ao (g0l |y a8 i e S slacssl plosl b daid o5 el ST

S Sdais Y-F

SrSIL p> G paai - Fao basz oy il Kz ool i (S Hsbay
S9nde 535 % b ysboas sl (nl 6 yeal sz wlailleicyadly e SLlS s o5
6;95’ aS ol aalgs glaigSay b.isl} sbally polal cuas o954 5 b sy
o, il adais Sldesn Jod 51 olassl ax )5 i, oo At 0ady yglad oyl
5 ol S slasib adgs a5 oS oo ol Hlesled saio), g lacslles oS yal
slecd iy o5 colo Ll bl Wl Jg el 5ds Il aib ladcasdly (Consay)
231 oz LSS il o (05 o Jldo 445 G150 sl Loissl o5 wisds oo
o laiapably 8 155 O ble 35 005k b8 o 25T Sy g S e
Sl 4l p i 1 S oplply oS ssnlin |y 18 g col iz wigis
sl slaibl) lacssl jo Sz 05l )0 (3l 42,28 A0S o e S a3 50 1) 0a] o
‘).:) ‘w..u p_a; )Biuﬁiﬂa 9 w‘ oo}} LSQKT 9 KWWY lJ ‘u...r..cj L)J‘ .Qj.} ..\.lb‘9:> oj_\m )L..M...’
ol (50,5 o 5 78 Sl o sk Saw

e d e 5 9635 hsel 31y il Lo o8 S 3 oo bl el oo (ool L
e 4 6 48 555 gm o g 0l Jocall el ™5l e sl o ol ]
oS culs b 4wl Yol S35 b o) | jeeligas B15 cdld S ol oo
f..\.;.;SGA 43‘)| Lg‘:\.ilg_‘) 6L:b(_g)‘l.3 Sy90 40 |) .39:} u"B ﬁjl..aﬁ Lg‘:&.il..») (_gl.mui:)‘)'f 4.>)f|
‘L.:L: R ] ‘_J.,S.u.u (;.} == L )wa L_:;LCb(_g)‘L; |) (5‘4-3L.’.‘) (_ng‘_g}Lg )5‘ ‘;5



By o gallii g0l 0 OBl 5 (0l Szl Sz ol 2

P gy il a5 sl ooy L] (59 sloc Il 1 (S ddeen S
Ul Lo 53 45 gboiylan cansd @598 ol lizmad 3o 5o atdl 5 olo |, Lbogs
G‘AJL.’.‘) LSLQ’LS}l% ) ul.om.{a VY Q.ﬂ el 009 (o Epig0 o)|5.o.as > LaaA.SLM;)
2 olselmls 8 Jed 5l (Sols e85 Lo & ppasar ol Sl o
(BB 155500 0,lg00 N alamas b 5l slasib (VA39) LwolS jo a8lg Sliw yo0
)b (o slasil 4l fass 5 £y sloases 1 ploalls 15 g oo rogs
ST oS oo jgad o8l 51 6 ko oS o ooliiwl lisgs bjgel Blaal gl
oslatul ool iz sl i (L Jol g oty )15 a5 SLuS lgicays luollas
pladl GlwT b sl cnl 1 tasl 15T o sl 2 als lagsjb 4355 ol g oS oo
Juds T sole Jlg, g ole S o] b anl B L1, 093 aied idS aie),s ol
1 ce e . v e .
F 2y slib 4 2 el Glelss Gle Golisly), (romsl 5 gls o gaz
IVl (55 S so ala 035 o oolicil (o3 (gladims 1o Sl Sle slo oo
Cwl gala 7, Jb 50 sole Jlg,y g wole G 4y gollas Sloladl Loy il 8 as WS
P =S 05 g lr Sl &dly plle o jlbiisas ol o5k
Lol 2o oo oyl 055 51 Jbcigts b, ol gl syt Jalas oLl il by olid
o 9 8,10 cw s (2Bly sl 4 o2 lex (DBl des a5 clls Hlas o b
wan 3z ,m ol pegdle ailos S8l yo LT 5l eolatul sgm die;y0 1) ola ybgal
“.\.;.;5@ solazul G"")?“J Slaal LQ‘)-.’ &l Lg‘:\.il.g_‘) sl Q.ﬂ )'| CJ..,..A Sy, )'|
Oleallss) Cowl 009y 8 plonil ailiw! zals & dassb ol (5 05,54 51 LT Bua Lol
St @Dl Casls & (W)l LSt 5o 8 slosil 6l 1) (65 lea sla !
505,05 I8 55 (5los 15 LISET I Lo o2l dad . casd A § (6, b |
Sl oo ledas plallss e 5055 gl ot olaclad

1. Counterstrike
2. Habitualisation
3. Dave Grossman



ool 3o (g0,5 o slacssl anmsgi s ysld b iy Vb sy g ol azgi
Ol 45) T (13 aisy o2 5 Saglsn sl o 05 55 5 oty s LIS
59 (Oled oo 21,38 500 05,0 )0 s jsb @[ Slulus (50505 5 (510 2 9
S Sl Slegdge Sz v 9 (o055 o o2 Sl Lol il LS5 - cole alwonnsy
@4 Sla Sas Sae plai jo | LesT 0,8 Lo caiS' oo 423 1) omnmg sla il
5 4535 bl STol 1 gl slosil ozl il wosdleas S oo sonline
S Cewd Wl (Saaly (9,5 o 5 65l S Ol alozr 5D oz slaails, L) 1>
00T 6 s 35 3 o s el | Loy, Cnndly Wil _co ,dl o)Lt S
i) (o i WUl Lo 3k cnl s QLA NVATY 08 o e 5l 2o sl -
LT Vb oS L3l s (s Glaie ar Gl oy o (650 ol 5o (oledcaaly (oYL plaw

oaul o lumaz laile) WY same (BaiS oy Codgiune wo)cnlil 0,5 &l g (32

8l anlss il

JHe ae) o 1) (elS (sl a5 s sl glaibll) slags il 1wl canainll
e Lol ey sloo Sl 5 acKiz b g oo liddasls dpiny doSix

5 08l (oollii) (Lo Lol & ¢ aily oMb 355 oyl oins 1,8 Ll IS L
g3 3lmosls ol g yo G2alS o 41 S 35 5 oo 0] (bl
o sl ol gLl 5] Cante paz i 5 st cepndy oyl ol e s

P9d Stz S 3550 )3 &5 = (el Homas il 3k > s ln Sls

10z Lol oy yl (g5 (Siz (g3l an o oo (Lt g3 | Condg cnl o - e
18 ) gole cled SO lssan a0lS 585 (slins o (Bly Sz ST o>
ao abadjgboay Sl o 5l 09l (A (005 e Dlgrer b (ol slo Cenliw zslans
loaial )5 Cyjlone sl Cally SIS g parteis wd wals Jowe LS sl (235

A dalg> S5 e ol 51 (G eg0 laizas

1. Holodeck
2. Mind Link



0% Gy s el jael jo OMal g ] S ule S ol is

Slr 1y Gilwand slaasl p sl ol QoS oy a5 o sle plas bl ol )
WSS e dgs 25

a1y (S B o )5 oesb olak 4 L a3l ol a0 S50 slo 45T 51 (S Jsd a0 Y

) F-16CBlock 50° oaikiz Lo i plos el i ) e acge 5| Ui Ubs: )%

o el bl gl 5L 050 sla 8l eled 4 a5 (o jslatenin 0aiKis sleglsn
AS oo Colad (] e

Sl Gl s daaila, 3 Cigis (AT el ap 3jse ;3 s L Galh Lol Y
i el o0l LS5 g0 45 comsy (slatieS 0l 4wl wigd s je L o aSST gl
o 5ot B g il 00l (b (1355 (s Lol ol lyime 5T > Sasism)
@ acgerme Jod jl (plasl ST anl oo ladas VLS 5 (it (SYgamme o 5 il
Sl 455 o 5 ol e 3 o 58 gt e 1y 095 Lol (Sl
OV 5 Ll Ggmme 331 D j50 )0 5 050 iy el o LS el iz SU,50
L pasls (ol Glabl) sl asse sladlo sl 3 GBS 65k 3l 6ol 098 o0 23598
S S b ol s s Coucgien a5 0,5 ledl b Lol casiiils oo a8l wul e
0l QAL a8, s VL o jo YIS adgi iz o 55l ez 50 wslail; 3
SSTaas e )18 o caml (oyme 40 OV game 4555 pl 4 e 5L o 1) ol oKl el
9 9 S el ma 3B slaglel 5L wiSh paas 4 1) il slasles laibl, 3k S
o @35 15 ol Olim Nal 5 298 00 gyiae IS o iules
4. US Army Simulation, Training and Instrumentation Commond (STRICOM).

5. Conference presentation, Defence simulation and Training, London, 7 November, 2002.

Ol 3l oo 3 YO wols bl oo Sl Koz Jsbo po S pel (23] o5 sty sl #
O s jeban (et By 4 ubly lacusdse 10 (S (S (0l 0 LS ]
Al 4 5 ddg 03,5 (g3l A (K 5l i Wl i oS sl b o cpl cisg 0048
8,5 sl aS YL wliw] zalS gl Sleladl sl (o aisg 005i8 5] cpeds )b
b ol aie al ) ol slacjgal 5

7. Dr. M. Macedonia, Conference Presentation, Defence Simulation and Training,
London, 7 November 2002.



ol jgel o Ml g Uyl Kz ol S £

&.&Lj&&o

Anderson, C.A and K.E. Dill (2000), Video Games and Aggressive Thoughts,
Feelings, and Behaviour in the Laboratory and in life, Journal of Personality
and Social Psycology, 78 (4). Available at http://www.apa. Org/ journals/
psp/psp 784772.html.

Albrecht, H. Blut und Spiele, Die Zeit, 19/2002. Available at http://www.zeit.de
/2002 /19/Politik/print _200219_computerspiele.html.

Biittner, C., (1995). Zum Verhiltnis von phantasierter zu Realer Gewalt,
Available at http://www.bpb.de/snp/referate/buettner.htm.

Demaria, R, and J.I. Wilson, (2000). High Score! The Illustrated History of
Electronic Games Berkeley, CA: McGraw-Hill/ Osborne.

Der Derian, J., (2001), Virtuous War: Mapping the Military-Industrial-Media-
Entertainment Network, Boulder, CO: Westview Press.

Eng. P., (2002). 'A Play for Bettrer Soldier-The Rise of Computer Games to
Recruit and Train US Soldiers', abcNews.com, Available at http://abcnews.go.com/
sections/scitech/DailyNews/wargames020821.html.

Fritz, J. and W. Fehr, (1996). 'Computerspiele zwischen Faszination und
Gewalt', Available at http/www.bpb.de/snp/referate/fritzst8.htm.

, (1997). 'Gewalt. Aggression und Krieg-Bestimmende Spielthematiken in
Computerspielen, in J, Fritz and W. Fehr, Handbuch Medien: Computerspiele-
Theorie, Forschung, Praxis, Bonn: Bundeszentrale Fiir Politische Bildung.

Gieselmann, H., (2002). Der Virtuelle Krieg-Zwishen Schein und Wirlichkeit im
Computerspiel, Hannover: Offizin.

, (2002). 'Spiel mit dem Terror', Heise News, Available at http://www.heise,
de/newsticker/data,hag-2008.02.000.

, (2003). 'Spielplatz Zweiter Weltkrieg', c't, No. 7.
, (2003). 'Braune Minderheit', c't, No. 8.

Grossman, Lt Col. D., (1996), On Killing: The Psychological Cost of Learning
to Kill in War and Society, Boston: Little Brown & Co.

, (2002). Stop Teaching our Kids to Kill, Boston: Little, Brown & Co, 1999.

Holert, T. and M. Terkessidis, (2002). Entsichert-Krieg als Massenkultur im 21.
Jahrhundert, Cologne: Kiepenheuer & Witsch.

Leiner, M.K., (1999). Schlachtfelder der Elektronischen Wiiste-Schwarzkof,
Schwarzenegger, Black Magic Johnson, Berlin: Merve.




PV Gy e allas gl o OBl g 8] Sim ol Ko ol i

Mertens, M. and T.O. Mebner, (2002). Wir waren Space Invaders-Geschichten
vom Computer spielen, Frankfurt am Main: Eichborn.

Meves, H., (2002). Das falsche Spiel mit der Gewalt-Computerspiele und die Gewalt
in der Gesellschaft, Telepolis, Available at: http://www.telepolis.de/deutsch/
special/game/12973/1.html.

National Reserch Council and et. al. (ed.), (1997). Modeling and Simulation:
Linking Entertainment and Defense, Washington, DC: National Academy
Press.

Osunsami, S., (2002). 'Simulated Sniping-US Army Recruits Teens with Internet
Game', ABCNews, Available at:http://abcnews.go.com/ sections/ wnt/ DailyNews/
army_game021031.html.

Poole, S., (2000). Trigger Happy: The Inner Life of Videogames, London:
Fourth Estate.

Rotzer, F., (2000). 'iiben fiir den Krieg im Irak-Wartainment: Computerspiele fiir
den Krieg und zur Anwerbung', Telepolis, Available at:http://www.telepolis.de
/deutsch /special /game/13367/1.html.

Streibl, R.E., (1996). 'Krieg im Computerspiel', Available at: http://www.bpb.de/snp
/ referate/streib12.htm.

Streibl, R.E., (1996). 'Spielend zum Sieg!,' Available at: http:www.bpb.de/snp/
referate/ stteibl2.htm.

Thompson, C., (2002). Violence and the Political Life of Videogames', in L.
King (ed), Game on: The History and Culture of Videogames, Exhibition
Catalogue, London: Laurence King.

Villanueva, Lt Col. F. and Maj. A. Huber, (2002). 'Out of Box-Usnig COTS
Products to Build Collective Skills', Training and Simulation, June/july.

Willmann, T., (2002). Death's a Game', Telepolis, Available at http:/www.telepolis.
de/deutsch/kolumnen/wil/12679/1 .html.

, (2002). 'Ganz anders als Krieg sollte ein gutes Spiel Immer Spafl machen',
Telepolis, Available at http://www.telepolis.de/deutsch/special/game/12928 /1 .html.

Woznicki, K., (2002). 'Krieg als Massenkultur, Telepolis, Available at
http://www.telepolis.de/deutsch/inhalt/co/13059/1.html.

Wright, K., (2000). Does Media cause Violent Behaviour? A Look at the
Research’, womengamers.com, Available at:http://www.womengamers.com/
articles/gameviolencel.html.






S 5 il SleMb) Sia ja suel ju 8 ges Juad

P PYVPIPRPIIFEN

5315 Aot (6 0 gl €0 Moy 0 (639 Mo S S

(Sl (5 55y Babe gl il (K 9y (yedsd (3| (4359000

'Men 5l Gy B+ Jlo g0 5 Kz 1200935 (g
douds
548l JolSS oyl 55754 VA Y ams ailee 51 SWLs | 5 Sedlbl slags 5L
OS28BS Sty plez ol 50 8 GBI lagias o 5lse 4,
33 S slaucyl 3 5 lab!,) Slapmms ( SLLS | slacs 5lis sl ol Ken o
S, 50 ohrgar caralz sl aled o I, T SMbl Ca by poles ez
9 oladl slac Ilad «laig gl tonl oupidn Goas g 00l 0 5uS o y¢ ol Jxis
Alosd atsly " Sledbl sla s 9l i il i (g0 slacylosl
Sl il anl 8 cnl sl (55570 Ll 31 60k 5 e (sloaizr ¢ LlSS il 8
Cewd ) ol Jlo )3 g el (GlaSl O jg0h &5 - S Sl e la s 4 0anli
Jelos o1 oz ol ol Pl g 6 3yl (e slere bl - il o 2L
Slals o zdaw Caomds | dnal> Lugaz jgomeledbl gla g ,5lid 4y 00 S (IST1 090

% Gian Piero Siroli

1. Sun Tzu, The Art of War, About 500 BC

2. Information and Communication Technologies (ICT)
3. Information Infrastructure

4. Information Technologies (IT)



ol gl 53 M 5 il Ko jule K> PF

S el 1o walss Gaw Sl 00 S blite Sty 5 (Shosny o2
S5 5 (B 31 50 00,5 (610 050 Wil 51 Gl o (o500 5 S0t sha o o
oo SISl sloeslo ) (Jle 6l2) 5585 Sy (i e slacs by ounli
45) Si9,o H5eby SOl oSl 5 b (2,58 Sloas b (6550 @595 Slopinss
il e ey (Sl (S Sl (glaalos (5500 o

ol ya 45 5T plis (sl a5 5 LM (olb ptammas 51 45 o SeMl clo il
5k (#L89 Glacanlw 055> 53 wilond |5 3T L Lo o slags5bid (solos
e slaglol 5l (5o (ol Ll b o aS |z il Coeal iyl i o j9iS
' x Sledlbl g oledlbl a5 5,5 g el 3 anls ( g SSly Wigd oo ollss Dl
Ol yo a8 iy Sledbl (6,5L3 5l (610 o o ailosgy iy sl ol o lgen
9 e Sl 055> 93 8 )3 1, (Hare g oud wazr (o (58 drwgs Sl
RGSUE| P RYY IN VR Vg | DN | o

Syle s a8 el S5l Sledlbl Ko gadge sl 0 (2dly s Juad oyl
fS (o0 oy Mol g (o Sual gz lar 5 2L o ) (Sl slas y5ld e
S y5iS o ol glacsl j Jlaiol glo pigael i ogas ol
sba el 5l cblas (oS a5 (L5155 WS (oo iagi |) () e dldnusgs
Lol j0 0,8 picsie VAAY Jlow 40 (1 0] (5 9000 el 0los o aanlg) ¥ ol
3550 O sbol Glacs yeTame 5l (5 5 0B 2ls5 (o) 2 (69,50 anlllae S lgicay
28,5 sl 18 (g S

00 55 1130 Sledbl Siz cple alFuys 5l Sz Sledbl Kix 51, sliie
bl g Ban cpla L gl 03 0 plxl 65 0 S Gl aS el Sleladl
oo slably slaasid 5 Sledbl slapitana ) g2eledbl slavs] b (oledl|
e Cbidlone g las 5 395 )5iS s jo SMbl cSlu 5l b asly 0,5 394
st ol o1 51 Bos aS cosl olacudlad dcgomo « Sledbl Kz Ko Lea
4 oedd @bt 5l xS el b g wlie (nl (s5luspl ety SleMbl glie 5o

1. Disinformation
2. US President's Commission on Critical Infrastructure Protection (PCCIP)



POy e allas jgel jo OBl g 8]l Kz ol Ko Jol i

353 59,0 o |y (28l Sldes o 5 oxlyy Sllas oo Sledbl S cely]

Cdls ¥
5l Gl 598 o 3ad iy Y| o Sledlbl (5 ,5ls ,Laisl 1S pol oasie YL
s 0] oo jledits 1 SbLs )| sl lonj 4 ,9iS o ey (Sl 5
2 ol 3 i caw] coliean oy giS plo b dulie o ¢ Sledlbl s ,5ld 059> 4o
Eohin 1o SOb] i Lo eoitn ciboh slodaal g by Cudled consie SV
5 9 Oliwebly (reas blax o3 5l Slegdge 4 g cnlil -0 1S o0 plonil it
Bybie a2y Sl slacslo ;' pali

JRYRUPST Y P NCHN P S PUNUSERSRVSNPIRN P 1T S0 JCN RNPL SR
39 S e 0,L51 T LBl egee 5l o 4 e iy ol ol Las (sl Lox
Sz ape s (o Blaal i g (b jslane I 6] glis &35 1990 a5l
o o ol jgiws e ol i g el 1, T Sl Sim 21,2 (sl 5 o Sl
] 33 80,5 (i |y s 399 S8 ey o o ba e g0 el Y
N7 Ve 10050 00 0aslxiS 1 SLedlbl Ko 4 by o slocJlad o
|y ool Lol 5l cbilis e VYV e ojlors > Josll s
Sl ags Cls ainlog A oo o)l 5 sy S5 25 oS Sl () 35 el
Sl ) lasliel s 05 (23l 1, el Gl secalonj adde polo 5 (S5
Soolon Cosii jsliiods  gemnaS nl JoS23 b plejen led a9 Ll 5l bl
A ol s tlacslu p 5l cbla 059 (59 dacdlu 5l cblas 4,

3 el oS lo sl cblis 5,90 0 caie YL el cwlal Joo!
a WA aseie o olo VAAA as [0 a5« spez el FY o led eall)gius

1. Survivalability

2. Information Warfare Executive Baord IWEB)
3. Presidential Decision Directive 39 (PDD39)
4. Executive Order 13010

5. Infrastructure Protection Task Force (IPTF)

6. PDD63



ol ol 53 Ml 5 il iz nle Six £F

acs b 5 cblis e 35 00 (o i el lejlo 99 ol ygws ol JLss
w159 50 a5 7wl Gocalo ) Creandi 380 (6,590 g 1092 sl o ol i as
Olgn (Jle sl ol sty 58 6,500 sloels Sl iee o S S S5
Sl ! el 5l Ban 05 o Ll Tacslu ) 4 Ols,es Gaas 1,08 aseds &
b pinsns 9 BASD 2 gy O)BS L (pogas Ao ol SThe g g 5l blax
| 0092
el ) e 6ss NN olads o] Joallygiws 1239 (Vs 4
5l ebilis Lo ol LSS ol cdga ¥ e o+ asgily yo o] 5l am 0,8 el 1, % e
r9n wnled se Cheogi |y oz slaoyags g b Sy a5 7 SOl slagias
slaboslw sl acblas jalaieds |y il g a4 Olo o ais Jlad asil 4l
Sl Laplelw plaS glazog 0ai o lis bl ols gl 095 o J1jad ol
45.«_.» )l_iu‘ | 00gs )Yo U?"‘L‘A ) )409)3‘ A.;Qj..: oo)f C;uub?.-)d Yool ‘SILA JL..)
=yl gl eaims o gl w 45 daclu p ) a4 Sls as anS J1Had
QT u.,)i»b Gj—ib) (o § S 9] [ESeS m.;.]‘sn )LMZA,» ool LS‘A-;L.’.‘) sl
Solg d (i Sly gaiailys S1as cunl cpl IOl cpl 7,k 5l Bas > 12 30 Lol o
[ gUPTRY CHEN RSPV IRV SR S PP FE DUSESIEIN (B U JPSPUR Y (RERPI e
Slacblas gle s Ve oY Jlow jo a0 Gilseslal Lacs by 5l e bla> Lo

e yd (5135 (WS oo Slad 1S5 50l jgp0 sy 15 05 45) ol sl Lo 5
0,58 S yie golamdl aneS 59,5 paiie (ule slad coel el Lo (5351 ah

1. National Infrastructure Protection Centre (NIPC)

2. Critical Infrastructure Assurence Office (CIAO)

3. Federal Intrusion Petection Network (FIPNET)

4. Executive Order 13130

5. National Infrastructure Assurance Council

6. A National Plan for Information Systems Protection

SilwSales g Jdow Lol 35,0 Federal Computer Incident Response Capability (FedCIRC) v
o S e Sy bl el b Lok e Jiloos 4y a8 Col Sl



PV o ool gl )0 Ml g (g sl Szl S sl i

Sy o LoolSays 5l b byl ol 1| 1ledbl a0 el ko 520
3k 035l o1 5l 00,8 25 1) Sledlbl (glo el 5l bl
el 453, gt 2l ol 5 pghans colad 3 o0 slacanled

Il opl Laleas 5T Loyl o ppliee (sloanls o oSG ol g Slaladl oyl 5 aa
nls gl 1S5 ol Blaal b 28lge (6 )lows 0 asl 4555 cpl 5T 51 o Sbg,l Bon
5 tlio lolo o LalKils joim b 850l oS5 Lz 1294 519V (gla JLo o
iin 45 39 iyl e aygnl (SlaolS IS SEALS5F 5y B 1 15 gs lalie
asl ) gyl o1, Tilg,l yo Sledlbl glaosls 4 slezel colild ,IS0h Srol
ezl J5 ool slgs a1y ()T o e 5 55l ol 3 T oDl dnelr (slas 5
el Joolyas 0g ol idan il el Sbg)l gmmaeS 5l (glacgorme 5 aS ¢ SleMbl
5 SLbLi) g (Sledbl slas gl 4 (Saly 51 (3L slo il b ablia 090 aie s
Sloas g Lot & Glebl g sleiel ol nl 16 aiule wozr o pdycanl 0k
WS gl |

1y Gisims gz sl glis 5 ool slaaiy 3555l olgd 51 503 ) AR JLu o
T3S jomal g olad ool (s e Fo-i> 5 13T e Conlys y0 4 sy 5o
3481, Pl | guogusler b Sy iU ) 5t ey gl gy -l sl
(P90 (BBgG S (o8 (o) 2 ol 1555 0 (Sl (omlie )0 (650 lasatellys
g0 00 Sl )| slos Ko, pln o b yeis sl cdadlrs sl a5l oo, l555L0
99310 e Sy IS Ol )l (6 25, (1392 (S () 2 4 po (A9 3905 (o0
Ol 3l Gigsy S oo (2311, S5 50 ol slaaabicitlse 5 lacasbw 5, n
S e o s B e sy DL slas 25, Sl 40 a5 slsolaidl D jlas
] 45 Lz 50,00 s saomie YL sl K2l gome by Sl laciedllad ol azss (ygilS

1. European Dependability Initiative (EDI)

2. Information Society Technologies (IST)

3. Scientific and Technological Options Assessment (STOA)

4. Communication Intelligence

5. Committee on Citizen Freedom and Rights, Justice and Home Affairs



ol el 55 Ol 5 il Ko gl S FA

Al yore A 4 e g Wilools gl 095 o) laools I Cblax £ao50 po ol
ot Sl o g,0ls plaS a0 lid Camdg (ol tad )l az g5 bl | o4
yole o a S0, 5 las, bl ool Lol jo .00, asel> 65065 sl jisu dan jo
55 51 i b iz 0,8 Ladl 1) Tl ol 2 samlasn Lyl (slj0 ¥+ - )
elie Jlodia o sl 1 (S oS s il (Mallines 5 o cotal o525 (0 o

s il el bz onlsl slo,5S ) n o3 slo Sl 5o L
SLa il 3550 50 48 ala el (wluly ) (lo S0l Ll 2 5 g
i 4 iyl oses Jads slaptons IS £5b ololy 5 olilaciboy;
o) L allio (gl 1) g pmlas o loms (o 5o o saslos T, Lyl ay as o
Alod ;S pga gyl ol o 1) slaculws g dilesls slgias s pdycw]
Ailoas Jled 039 1yl 10 L 3l ien 5ud LILGT g anl 8 caids ¢ i 31

e VAN Lalus (o 0gad ledl dlivss pl ol 4 po deie Yo sl
L s Cal £y dsliaksd 0, S slo |, YV asliaksd sgas
3y ol b amss oyse oy e LeT Sullab 0,2 45 1, S bie 5 oS
33591 Jresan colon SLedbl cial 039> 0 05l § 99290 (slasuags (o) 0
SLadiod dwho o e w @l jgal olol = s o lojlo oles g0 499 JLo
= LT 8l 5 e 5 Sledlbl 6595 55 Y520 5590 53 1, (cdlr| - TSl @l
Py asees nlyo adlrair 5 alrgs laules SToaio S 55 5 ((lallin ol
dote o plojle a5 09 090 Gl 090 50 Cenns (gl A (nl i 255 a3
L,5iS 5l 20 aS ola ol g bolFuss wlulpy A9 Lslus 00,5 |55 5
51 dabiakad cpl s jolo ae) ol o COFIFA 5,Les 4y ped daliakad wingy ools asl)|
SLapitas Sl S jglatedn 9,5 Dges vl Jlo lojle gae sl 9aS
peplie j555 5 390 el Slaz ol 50 Ll Joe 0595 o5 Sl 5 LML

1. Convention on Cybercrime

2. Resolution 53/70

3. Department of Disamament Affairs
4. Institute for Disarmoment Research
5. Resolution 54/49



FA Gy e allas jgel jo OBl g 8] Kim ol Ko ol i

i |y aey ol 5o (Hlellim ol anwgs g Dledlbl coal b bad o slasly
251 6K sleasliahd Jlo (ol seges mazme (935l gyl ol 515l
(5‘4_9313 ).i’lm_ﬁ St J._Lc ul.o)Lw (_gylsa Lf‘ w‘ oJJLw) w}»aa L) uoya} k)"‘

3,08 0529 £g090 (pl A S ol

"ol slacialyay F-Y
s5ban Sl sl 5l Lo jolaie 108 (oo rkae S5 99 (i3u Gl ol o
Wlw ;) SO 90,5 bl coluw ) sl ool > g canz 8L ol jo 380
LIS (59,5 ol o5 w58 slagaailys g basled cloo alex 5l calises zglans
035> @ Olsiin gt F B0 ST Wsn KaSy b (i slse pal B ], Slass
s sLosom w95 gias il 51 Soym o TS Glaliss ogas cnl 53 1, Lol
10525 oo y0 |y (s

Sl g Sledbl .

(50 .Y

(Sl sel 5 sl Y

¥ C

‘Lsi’)*'g &y ¥

Sl Sl Sleas 0

Lol 05 meolys (o) i S 1) allmny loojom cnl 51 Sopo sl 5o
S ol a5l oS b sl (sloliy e 5T ot o5 5 gl
ooliwl Lacalu ) Sl altus  Sozmy cieog g Judos slp bl 5 oles o

(Jlo sl )00 0929 5 6500 sled Sug) g0 ol (osp Sl S

1. Res. 55/28, 56/19, 57/53, 58/199
2. Critical Infrastructures

45 (Critical Foundations) (_wlu—s slaly ) oleme coms 25,0155 7,b 5l (59,m 4 (gobpmnds ol ¥

ol 485wl 0,8 piiie wles lacdlo ) 5l cbli> g
4. Physical Distribution



ol jsel 3 Ml 5 (Bl Sl S V-

loas ol b )3 095 0 a5 LleaSts | laaile iy lgiice |, ol
aS ol oo Hlediay (el coz ol Sl cSlo gl 0,5 (gw)p dies o &SIl aS
Lo PLsl sbml 5 wilisys,2 olig el sole 5 0059, (S5 sl il 95500 258
il aalys G |, 1ot S elss gla gaioils b solamdl coel bl (56
Sasgn aSh ad oSy e g Jie S & (25 gy (nl & Sl (oS
)50 5 389 Yl oyl il 2 po azsl il ase b gl s
Wl 8 el i i ol 5 Sn 40 4 sl sl sla L

03— (S nloee Sl amen 3 5l (59l (lbls ) g SLedlbh i
LSl as’ (bgbas 5 ()13l 5 5 lleden 5l pel) oSt 5 (slaik, slas,gbd
e il sloaSit 2gd o ol Alas oo wal |, il wleds 4 e bl
L ogelee 5 35l o0 o2l 1) (gogas (bls)l bslas g ngai 5 oo L3l Sl a5
P lgasyS o I8 esliiul 3550 (oo g ole ws 5 Sloo )5 (sl a5 Slait,
i oyl i e gl bl g SN iy o dangden sl o il Jjle
AnT o ety Sledlbl g loools Ll 5 050 b0y et sl 2ol bl
e Sl (ol ;3 o0 b laclu )y cnl den plésl valts Lo o> > )

ek S alez 5 (6551 JBAl don @595 9 005 g osuzmy slaptnn
039> 3 (B 9 65 6518 Dol glaion (655 o1 (sloos gl pls i
Sl ol il (o850 eiS So SlayEp aSh (Jle sl NS o0 sl 655
G 5 G oD (2B Sloas )] 5 gy slacdled (Jig o cojsm ol s
ol s oo JSi ]y 508 glacab )l (6ol pulul 5 05 o0 Jages )
s 0alise jleda bealo ) plo lp ddlie ol 5 o pete @dlyye Coloy
el (Sl 925 o solatdl BLS ol

Lol e )5 glolosl oSl b 5| slmodsay ¢ o ysel 5 o Sl iy
lacdlé o Lyl L b e glles lagloils 5 gyl - sato 5150 (5515 4L
1 0 Syl ol i § Sy iSIl glocls s o o alolis Sloas o Sy

Wl g ol LS5 el sarsie YL o Jlie (gl el 00ld (gl 095 43 1) 0595 0l



VY Gy s el jael jo OMasl g il S ule S gl is

azy JUEI L a5 (Sl sl 5 (oledl loos pos 5 (Joo (80,57 Yo Loy 5
WS oo Sa e |y (Sl e 0 53l S5 slacdlad plxnil s

3 2> 5l Sl i 5 ol byl Lmol 5 55 5 Lol (slaaSes
Ol el (S05d aes B polie 0ye) )3 (LelSog 8 5 lalanylsa  2lsa bolas)
S s Sl 958 oy s 1y Welal 5 ol gyl sladly) b i
S oo ool,8 1) 58S sl ye sl sl g S Ho il aslged; o VI plale oSGl

Jbe 1) oulsysl Sloas Jod 5l 590l (Sl Slusl Sloss 25w plonil oo
5 L s e glaols (g Slans (B agoaiol> low o SLas Ty
e glagisn JLis o 1) cage ooz a5 Glopl (6l glopinnns
el o0ls sl 055 o s oo 53 il 35 9 55 0laS

ooz Sl ) ST ol glacSlo n wilidee la s (Saabine s ol
Loyt Gl 5 baolayg, Sl o)l dos e (335 s 5 g sl Olosi o0
g s 0505 Lasled g (el il onge p (5L slocsz)lr cnl ool sl &S
wimga) 55 R e g - e g0 a5 9,5 (LA, b bl e L
hlacslbop) plow slip; - olbls)ly Sledlbl (iou 5 (Glorir) 8» @iy
15 e 09l ol Lo iy cnl o ady b LS 590 a5 (5 5bar chans oo JoSi5
ol sloilo ) colas 45 el ol o e wig, bl 4zl | b oy Fos 2nS
iloads aiugly Slbla )l g Sledlbol glas )5l 4y ion 3l yi

by el SAnLtl 5 o 8 egms 5 cnabs (glodnzld £55 45 515 0525 Sl ol
3 Sblacidl ag as dacslu g ol 5l oy @lldS il wip a0 beslo s o)
L WIS L 58 (o yme ,o adi)lo o5 o9 ,8kee 9 2] Slles )b b
aS Bt b ube ( Sopd mhe 0 Wl s Spdice] Gl plicenl o909
7288 (Al o Gpdyansl 000 &5 o) 092y yule 5 (Sujd Jele 5 5l (sloje]
=35 Oleid Hoban 45 (adg 3 ofgd )l B pmle 5 (s Jole 9o
4S5 slaltas S oo Slml | Ll pd o Fregee )18 3929yl 5 (o8 (Sndly
5t 5 eMhms Jlo b 5T 08 90 Cuo b ol i Gl 0 Voo L 5l



ol el yo Ol g ) S ule K> VY

2 Sl asT ol 5k slaaisal 51 (Sl sgzsa rallly o )5 slaadk
Frazl sloasly 95510 4 08 612,585 0higar a5 (pr s el Ssleliel Copns
Sl o Lajlidla s 3150l Jlo )0 a5 das oo (lad aiils Jsdee Cumds ()l
il ail, aelil g S bl S clacilo ) o gl sl i
ol s & Lo i oS5 0525 b i ol 50 S PS5 i 3B 2]
Lo, ez 5o botilas) sl 5Sae iz y sl Jlad (Al ob (g0atyet 5
atig i 5] e 6yl sl b azsl 00,8 LS5 |, Yo e e Jlu T o
hasasie aSb LS s 4 gl S 50) Gl a8 ol eadly ol Lol
5 70 Sla Sy aen 3l Slaiz T (5580 WS 51 oMl oy pogdle 5
a5l e 5 Wyl - 000 0ezg (glaill) (69 ,)5 Al o y0 a5 - CenleS pallay
0 odzmn Sl )3 0hag da Sy ol oo sladaly dine)s @S

el Sgpeie Sl (SIAL) Slapins Coal 0552 13 Jane cul lEdbIRS

Lrbg_s‘)::&,gg_.a:sui vy
=590 9 “63)—;‘» ?J._S‘r:\d._f Lz 6l_4bo)’5_'> 5 ‘5”_4.‘}&-‘ Lgfduw] LSl-“’d‘-;}A-;
5ol Al s yls S8 (So5d sl e (Syme 5o it Sl o 4 (S5
4z ely 3 oo Lo bl jo Lol il 013 b oande (slovaxxé LmdﬁAg,WT ol

pomlod Balars (5l Siglite iy a5 Izl slodsags 5 Jlae oyl a0 1) 045

Sl g oledsl F-¥-)
5 La Pl o ali (25w (ol 69)1 2 Lasad (n e (b sloaszrld pogdle
slodliws jo Pl oloyl L slasl], slepinw o lbas ) § O VSRS
el Sl 55 .28,5 e all 0ad Clu (950 S e Sptanes 3 LASLE
s ggepa Wl S g o)l g wiloads (513810 5 il sty Sen R sloasisy
slodg s Jlaiml was angian 55wl opl a5 0,5 ol plbxil slaill,y slaasis b



VY iy s gellas jgel 5o OBl g (28l Kozl S sl 250

oL, sladled I culas sl 53 3ST0m g2y an o0l Ltalsél ) Sag Sl
ol | aleas Sl ) as 5 oS obl |, bl b L _Sgilé
0o Juais 129 aas 0 bl g Gledbl cilu ) 40 g pdycamw! ojls o
St el 5 oS5 s, Sy 55 b gt il 4 o LT s

Sy ol (b o ol atads wiasal (VU o o i i

G F-r-Y
sl 4 o w g g & o] Gl 5 SEML] Sl g 7S
s mt] 423 Lialdl sl s w3 Sy Sllee ae o 5T la sl
lraSs 4y SlBgl ol a8 1) bl | 4 ey 45 5] Comdy oyl ags S i o
51 S5 g 08 S ooliiasl ¢ Jlie gl S o Qi g oo 00pdS SlKen il
Dl g S jlareany Nilmosls ay (i 5 (5 S sl et
sl )yl slesliwl U dilowas Sloladl as™ s jls o o 1) Hhas pliss il slacslo )
2 ladido Ll gla Plsl s ;o 5 05ls o)l il » o glacs )l b
S G 9 L Loosls ay liws 5 ()L 558 slapis 055 sy il
Wl 63 Jole ST 00 o0 4135 o2 515 5 2 @lio il (l po 9 WS (o0
e g0 )5 (Slibes Dlogead sl a5 plaosls g Wb (g s i (2l &
WD y9m )y il aile Gl il g i8S o el Sl dgs digy o b o
Ll e 2B sla Pl Gen (il slaaseds &b 5l Jlesl ()50,
= 0 Shbs 5 g)law b )li8le 5 g by ldlecen 5l oo muS oolaiwl .o)5] daly>
oS Slaseins sl (Sen 15 il oo jleivas sloylas laasl p g olSws ool .ails
il A5 g LT 5l ol slazal, Sl Uy g aitls wjiws 4o lakad 5 5
Lt sl 252 |y ala DL 5 wal o Ll ol S 5l g5 agiay sl (o0
=55 Ll (alS )l sl idlecens 5 b l38le i o kel Ll el o

1. Supervisory Control and Data Acquisition Systems (SCDAS)



ol el yo Ol g il Sl K> VY

aS Las pincawl anw),e Sledlbl (gl al5 wgdleas 5,90 b s bl 4 yleabol

Ao y9el 9 olasaly Fov-Y

G.JAL_A ‘QT «_sJ“"‘ LgL_a:t_g).'A;wT as |):3 WD g0 Sloeds 039> U")"u”‘ g Cﬁ‘
3 &laslablE ulos S el samtie VLI 48 055a 5 1,0l 51 (6 laws ;0 .5 )ls S5
Sl ot R WO PR PO P AT K + el 55 Sleladl g oals sty il 059> (ol
Ao oyl 30 (6818 i 9 48l L ) el ) ol ol ciloads (g3lupglie
ol das oS o dagi 1) 059> (pl 02 Sl liores Lol il oals oy Sl
S AdS 0,5 o i Sl 3, Slas g Slplse glaaSlls o S ol
2 el g 8, sl o) )l 04y Clu ) opl 10 &S rwy sl p iyl
Sl m Lasass el ol 3 g pKadar Sl 55 o 4 dily slasles ) So e
eatei S (6l Bt I A5I0 1) ile mre DMl (5,915,5 ds o s G950 4
Sl ey Jbo slaslys ol oo Jleiiar el Gags (5 e e S o ooliiul
Ll s coges Sloiel jfpail g Laa> LJods 5.5 98,15 8925 aile e ledllol i3 jo a5
slaglojlw jlwgs pin Jloix! JSin o a0 a5 aiS oo Sl &8lge iy o
Silw o yoduzo |y Colu ) J5 5l cblas 15 g e 4 ldgas g SV

S8 e YTY
oy el bojem b il 5 (Soid @isd 059> 50 ymle S ndy o]
S99 Slbls )l glacabu pj an abdS Sl s 59) 72 (A (ol 990
sl pdicaw! oy 10 J&g e Caio sbdais dan 05l oo dlinly (Oledsl
Cat yads  Aamgn g e (slaptimas j solitwl (Jle glp il 18 ol

1. Insiders
Wyl Eodled o ol oS5 3l 2,1 a8 cewl pla ol ¢y glacs Y
3. Intellignt Transportation Systems



Ol @ S 50 5 005 g Jiig o aSds (g5lwainge ;0 ool Gl 5 38l (3528
I8 b slag pidnaasl (o )3 laslite (Jlcall Lol wosls (aali8l 55,
W2 o B paas uyiws jo Sl aS obosls ©lge (o el 48 T
8 oolil 8,50 " Jlaxal ollas ' Clasl a0 Sledlbl (5 5510,5 sl Lvax
LG ol oo VL) p0 S (oo g pas (b sLolu ) (8135 0 S s
53 a8 ol o v 9o rkae S 2l piyae] RSt
595 e S8 1) e Jaig e cptaas (il Tile 9 i (g3logs
iz Sl G5 Glsier | Tl Sl i 2855 g0 (ol pogdle
iy gl 4 VoV Jlo b1 el o 000]) 550 5

ol el QLel 5o LSS 3583 5 (go59> U (o alse syl Sl 5o
S LT 50 50,5 4z, a5 050 055 50 oleaSi 5 (o slaptams aias
SreSerte Dlilse 4 loeslu 10 15ebsi “s)lare (nl 99500 Jlai] el s
GlpaSis 5 ailo o i Glapimns Sl syl (1810 5 (6,138l 53 Y gae S
Sleladl Jloixl g $5l8 e g s Hlad xS )0 08 ooliinl 55 SKen bl
Sz St aban pww 4 a5 el B .edl salys iol38l Gabas j5 abdge
e o) 4 s Sl e G514 Wl oo Lavaz (ad lag sl w09 oo bgo e
Loac,ls oS g gloal )3 ol ol Jod 5 (Sleladl plp )0 525 Cundg (nl el
sl ] (Sl Dliapmde s die)ys e oMbl LoD

b Sl clesd Y-r-0
4 99059, Gl las pimauwl L akl) o Lol acads ¢ jisu ol 5o
Syl egou ol gl a8 casiloosls 4 oliws 5 5yl 58 slopinaw

1. Target

2. Potential

3. National Airspace System (NAS)
4. Global Positioning System (GPS)
5. Architecture



ol jeel yo Ol g 6l Kl K> VP

2 Sl - San 5]l (laetiacns 51 (S el progdle 3525 o )18 0alil 5,50
Sl Cleas wajls aS 8 b sl s a5 Jige 4 XS 13 coldiulsge 5 e
alg e LasT L a8 ails JLas o 1) Sledlbl wdae sloolSol ¢ dgs Sloas i
AS ) g Dgdi 15,10 4S5 393 (sl 1) g e g 3,90 48 (6 o0lall 398 el
5 Lol Sl ol 05 sl om sty SIS S5 ( Sodb (sloolSily ol (1950 41 sl
Slola8l 13 4 )5 52 38 el Lol (ALBAE pl3) il Sl (g 5lid 4y ann
5 0ol yls b, 3l ol Slgdl 5 Eligzs (5,e5, o ololi
Lo il slaasel 4 Jgl aiges 3l @l Gl o0 55 1) 65 e slaaiges
e el sladlos joceal oy a5, Wil (g iy o 457 05 o0 Logs o
plosl co miul U o5 g ladign sl a8l yiol38l 16 slocS i ol ladigy
51 S glie 3l pls 4K 95 45 Sad o el Capnidy oyl el 43,5
Ly atilgs e i o ool TV - 5 e U 51 o JUSams ilolis sl st
Sladlgige Gl ploy o S0 Lot wigh uate K0S 4" k] JS5s 45
S50 a5 b 5 09 Jlo )| TSST (i) US55, (5359 41 008 oled (5 s aba
o,lagd 095 o5 Sale 4y () (Sl 5 Ll o a5 Wl ol (a9 (6959 4 (]
el gz ol (SST) Y o )las play Lol dds 55 o S50 0yl 4K o,
|y ol LS55, 5 Loy o0kl cygl el 03,5 iy 5 Sl plive Ll gl a5
S ol 30 T L1l bl e ot JlRes 4t slisl &5 05 oo (o)
310 g e DMl Jols ay gl J 7S 5 seme e woloml sl (Jluzms a0
o o0t >hb Sl (S 18 5 gogime dcgerme (gly ol o SSTs st
Slo= g plodg 4l (il o wazr Slead (4938l59, A S wall G2l cnl o Ll
iy A e e |y o3l g (53l Y s a5 SST Faiig 3
Sl bl g Sledlbol my 595 ¢ JLicsl (goby o> U p > &g,y cpl sl a8l 20138

1. Emergency Systems

2. Common Channel Signalling System 7
3. Internet Protocol (IP)

4. SS7 IP Gateway



Jlo g0 il e S e i (nl G pdocam 2 JS 0 5w e )l ]
o=l ol ol po sl ccdled 059> cpl Ho 5 S50 L0 51 ol slaws ol
Comnidn Soop bl w0, oS o 5wl el )0 45 ago 4355 .ol 03,5]
Jlzms Sledlbl glaas b 5 Dl ploee i Gloptusw (lo &5 Conl g0
sl oty wo il IS aSiis b yals bghas S il oo lassy
5 LS ST s sl Jly pLs 5 lge (S p 3 Canl SST L als bghas 5,5,
o3l el fSSe 5l 2l slacdl 4 daJly b ol s Hiakae SLals
SS7 31y I @ leds aigd ol aSil o))y o il ST, (699,9 ol 5l dims oo
Slass LgL:bJoL.JJ L O‘?‘ks" ‘) el LA’S Gl s (6 ks g LIRS )L;S o
S sloasibly (695 1 Laptan 0l 0,5 Zo pae 90 (slalols 5l Lo Iy U8
sl g asslail co a1y oo jlasbinl sla Jule i a5 Wigd oo cad glad picy
50 398 izl slaasly 51 (SGaiyls po gloas aslis )KMJ dl.aakgfmgwi
5 JLsl il a g5 (ml 53 s pdnaaal 50 ladises 5| Sos (S

Toleind 6595 SladSied 55 oo bogipe Al bslas i slaaSls 5 lrals
ol anle o o loil colio 9264 |y (699 pud a5 Slacels 51 (6 lons
S 9 SBaSs 10 S o Culer i T (lojed e Sl ogein Sleas | laSs
10 0l oS asdlas = beools (glaset Slbls )b jobie cnl 5l 6 ks cslojen
390 a5t laolliws 5 hlws S5 5 6 IS 35150 a5 0,18 9929 5 (B
=l 0 gyl ol el e g 50lid jo S5 50 cdedy w2 00T )3 dles

WS o (6 S sl ledlbl 4y ol 8 amme ey litws 4 cenl Slail]) pias SO 5l o25 (Firewall
Sles o mlyd linly wgd co Jlu,l Ll 4 a5, Sledlol il o Sl Lol

2. Synchronous Optical NETworks (SONET)

3. Assynchronous Transfer Mode (ATM)
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3. Transition
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1. L. Lasker and W.F. Parkes, War Games, USA, 1983.

2. For Extensive Background Information, See the Following: Peter Neumann
website: http://www.csl.sri.com/neumann; The Illustrative Risks compendium
indexes to Risks Cases: http://www.csl.sri.com/neumann/illustrative.html; and
the archives of the Risks Forum: http://risks.org.

3. People for Internet Responsibility: http://pfir.org/.

4. Department of Justice, White Paper: The Clinton Administration’s Policy on
Critical Infrastructure Protection: Presidential Decision Directive 63, 22 May
1998. Available at http://www.usdoj.gov/criminal /cybercrime/white_ Pr.htm.

5. Peter Neumann Website: http://www,csl.sri.com/neumann/illustrative.html.

6. For Example: N.G. Leveson, and C.S. Turner. 'An Investigation of the
Threrac-25 Accidents', IEEE Computer, 26(7), July 1993, 18-41.

7. A. McGruder, 'The Boondocks', San Francisco Chronicle, 30 January 2002.
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3. Space Operation
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3. European Space Agency (ESA)

4. Galileo GPS Systems
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. Space Shuttle

. Air-launching Miniature Vehicle
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2. Brillian Pebbles System
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1. Mid- Infrared Advanced Chemical Laser (MIACL)
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1. Parasitic Micro Satellite
2. Counterspace Operations, Air Force Doctrine Document 2-2.1.
3. General John P. Jumper
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1. Force Application And Launch From The Continental US (FALCON)
2. Common Aero Vehicle (CAV)

3. Transformational Satellite Communications System (T-SAT)

4. Counter Surveillance Reconnaissance System (CSRS)

5. Aerospace Daily & Defense Report

6. Science Applications International Corporation (SAIC)
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. Peter Huessy

. Centre for Defense Information (CDI)

. Centre for Non-Proliferation Studies

. Monterey Institute of International Studies (CNS/MIIS)

. International Network of Engineers and Scientists Against Proliferation (INESAP)
Global Network Against Weapons and Nuclear Power in Space

. Compaign for Nucleawr Disarmament

. Near Field Infrared Experiment (NFIRE)

. Missile Defense Agency (MDA)

0. Kill Vehicle
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1. North American Aerospace Defence Command (NORAD)
2. Multi-stage
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Moon Agreement)
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3. Committee On the Peaceful Uses of Outer Space (COPUOS)

4. United Nation (UN)

5. Prevention of an Arms Race in Outer Space
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1. Fissile-Material Cutoff Treaty (FMCT)
2. Micronesia
3. No First Deployment
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1. Space Use and Ethics

2. Critieria for the Assessment of Future Space
3. Darmstadt University of Technology (DUT)
4. Jurgen Scheffran
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1. Global Command and Control System (GCCS)
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1. Practice

2. C3I (Command, Control, Communications, and Intelligence)
3. Common Operational Picture

4. Collaborative Applications
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1. Common Operating Environment (COE)
2. Secure
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1. networking

2. High-reliability

3. Secret Internet Protocol Router Network (SIPNet)
4. Defence Information System Network (DISN)
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1. Defence Information System Agency (DISA)
2. Top Secret (TS) Version of GCCS (GCCS-T)
3. Network Encryption System (NES)

4. Single Integrated Operational Plan (SIOP)
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1. Force Deployment Cycle
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1. World Wide Military Command and Control System (WWMCCS)
2. Office of Test and Evaluation
3. Defense Special Weapons Agency (DSWA)
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1. Configuration

2. Interoperability

3. Version

4. Joint Command and Control (JC2)
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1. OS and Web Services
2. Lockheed Martin Corporation
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1. Steven Camborne

2. Project on New American Century
3. Rebuilding American's Defenses
4. Intelligence
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1. National Security Agency
2. Ford Meade, MD
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1. Nuclear Planning and Execution System
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1. Interconnections

2. Defernse Information System Agency

3. Transmissission Control Protocol (TCP)
4. File Transfer Protocol (FTP)

5. Hypernet Transfer Protocol (HTTP)

6. Telnet

7. Simple Mail Transfer Protocol (SMTP)
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1. External Terminal Aceess Control Access Control System (XTACACD)
2. Login
3. Defense Message System (DMS)
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. Non-Classified Internet Protocol Network (NIPRNET)
. spectrun

. Firewall Pratection

. Gaunlet

Norton Anti-Virus

D.B. Thomas

. Unified Atlantic Region Network Operations Cetre

. Centre Organization (CO)
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1. Johnny Walker
2. Norfolk
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1. Spinet

2. Domain Name Server

3. Network Operations Centre (NOC)
4. EUROCEN
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1. Netranger
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3. Wintel
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1. Cyber War
2. Cyber Dffence
3. Simplification
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1. Information Technology and Operation Center (ITOU)

2. West Point

3. Cyber Defense Exercises (CDX)

4. Penetration Team

5. National Security Agency (NSA)

6. Computer Emergency Response Team (CERT)

7. Command, Control, Commumications, Computing. Intelligence, Surveilence and Reconnaissance (C4ISR)
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1. Situation Awareness
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1. Synthetic Aperture Radar (SAR)
2. Microwave
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2. Cheng Wei Wang

3. The Science and Technology Committee of PLA General Armament Department
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9. Institute of Computing Technology
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1. Great Wall Software Company Of Great Wall Group
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3. CAS Red Flag Ltd

4. Dawn Group

5. "Divine Boat" Dragon Core
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1. Cyber - based.
2. Minimum Operations.
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1. EMP (Electromagnetic Pulse) Hardened.
2. High Power Microwave (HPM)
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1. Computer Emergency Response Team (CERT)
2. Nimda Worm

3. Denial of Service

4. Revivability
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1. Network and Information Security Agency
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1. Segal Framework
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1. Stanford Draft Treaty
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